
Data Privacy and 

Data Security: 

Considerations when 

Implementing HIFIS

HIFIS Regional Workshop

November 26-27, 2019

Vancouver 



Demystifying data privacy and data security questions regarding 

the use of the Homeless Individuals and Families Information 

System (HIFIS).

Service providers are equipped with the necessary information 

regarding how data is collected, stored, and accessed.
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Purpose
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Reaching Home requires all Designated Communities to 

implement Coordinated Access by adopting HIFIS where an 

equivalent Homelessness Management Information System (HMIS) 

is not already being used by March 31, 2022.

HIFIS is an essential tool to better understand homelessness in 

Canada, and requires stringent data sharing and data security

considerations.

Context
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DATA SHARING

MYTH
Client Data Within HIFIS Can Be Accessed By Any HIFIS User
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How is Data 

Collected?

The Data Provision Agreement

grants the Community Entity a 

HIFIS license in return for 

certain HIFIS export fields that 

are automatically exported to 

ESDC quarterly.

***

HIFIS replaces client names 

with a unique 64 character 

identifier that encrypts and 

anonymizes the exported data.

Service providers under the 

same Designated Community 

can access the communities’ 

HIFIS data. Client data is not 

shared between Designated 

Communities.

***

HIFIS allows communities to 

customize user access rights at 

the local level; ensuring certain 

information are accessed on a 

need-to-know basis.

Primary and secondary data 

(e.g., intake, assessments) are 

entered directly into HIFIS upon 

acquiring a client’s consent 

through a client consent form.

***

HIFIS empowers communities 

to utilize, customize, and 

prioritize more than 1000+ 

various data points; HIFIS 

export fields require a 

mandatory entry. 

How Is Data Shared 

Amongst Communities?

How is Data 

Shared with ESDC?

Data Sharing – The Basics



CLIENTS

 Decreases the need to repeat their story to different service providers

 Prioritized and referred to the right services at the right time

COMMUNITIES AND SERVICE PROVIDERS

 Strengthens collaboration to support service planning

 Enables the development of reports that improves the understanding of homelessness and 

housing resources locally

 Provides access to assessment tools that streamlines intake and prioritizes clients

HOMELESS SECTOR

 Contributes to the national understanding of homelessness

 Informs and advances research and policy development; identifies gaps in the sector

Data Sharing – The Benefits

6



Client

Client

Service 

Provider

ESDC

Community Entity

Data Provision Agreement (DPA), between the Community 

Entity and ESDC that grants a HIFIS license in exchange for 

the quarterly export of the HIFIS export fields

Community Data Sharing Agreement (CDSA), between 

the Community Entity and the service provider, developed by 

the Community Entity that details the partnership and 

expectation of both organizations

Confidentiality & User Agreement (CUA), between the 

service provider and the HIFIS user, developed by the 

service provider, that outlines the roles and responsibilities

Client Consent Form (CCF), between the service provider 

and the client, developed by the service provider, that details 

how the client information is collected, managed, and shared

Service 

Provider

Data Sharing – Information Flow

Client

Client
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DATA SECURITY: 

PRIVACY, CONFIDENTIALITY,

AND PROTECTION

MYTH

HIFIS is Responsible for Data Privacy, Data Confidentiality, and 

Data Protection 
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Data Security – The Difference

Data Privacy is 

the right of an 

individual and/or 

organization to 

have reasonable control over 

how personal information is 

collected, used, and/or 

disclosed.

• Collection and use of 

personal information

• Triggered when safety and 

legality of the data is 

considered

• Client centered

Data Protection 

is the active 

process of 

safeguarding

personal information from 

corruption, compromise, 

and/or loss. 

• Secure and encrypt 

personal information

• Proper management of 

data; archive, disaster 

recovery

• Technology centered

Data

Confidentiality 

is the duty to 

ensure the 

personal information of an 

individual or organization is 

kept secret to the extent that 

is possible.

• Be discreet when 

managing personal 

information

• Ensure proper individuals 

are in their proper roles

• Governance centered
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• Secure server

• Local encryption

• Firewall

• Establish user-rights

• Back-ups and safeguards

• On-site technical 

expertise

IT INFRASTRUCTURE

• Define roles and 

responsibilities

• Define user access rights

• Develop and standardize 

policies and procedures 

(e.g., data entry protocol)

• Develop applicable 

agreements (e.g., 

consent, CDSA)

GOVERNANCE

• Configurable access and 

viewing rights

• Activity and audit logs

• Integrated help centre

• Encrypted data exports

• Granular configurations at 

the source-code level

• User-rights flexibility

• The ability to be clustered

HIFIS
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Collected data are secured 

from accidental data loss 

and/or external threats

Utilization of HIFIS and 

data are clearly defined 

Integrated and customizable 

privacy functions enables data 

to be collected, shared, and 

exported securely and privately

WHAT IS NEEDED WHAT IS PROVIDED

Data Security – A Shared Responsibility
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Communities must ensure they have the authority to collect, store, and disclose a client’s 

information in accordance to provincial and territorial legislation. A comprehensive list of 

relevant provincial and territorial privacy laws can be found at the Office of the Privacy 

Commissioner of Canada website.

HIFIS is governed under the Privacy Act, a set of laws that governs the personal information 

handling practices of federal government institutions. The Act applies to all personal information 

the federal government collects, stores, and discloses.

While non-profits usually are not subjected to the Personal Information Protection and 

Electronic Documents Act (PIPEDA),  the Act can apply if organizations collect, use, or 

disclose personal information in the course of implementing commercial activities. 

Whether your organization is subject to PIPEDA or not, it is the responsibility of all service 

providers to align their HIFIS implementation with the PIPEDA’s Fair Information Principles.

Data Security – Legislation

https://www.priv.gc.ca/en/about-the-opc/what-we-do/provincial-and-territorial-collaboration/provincial-and-territorial-privacy-laws-and-oversight/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/p_principle/
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HIFIS integrates a number of powerful data protective functions. However, data protection does not 

equate to data privacy. Data privacy and confidentiality begins with the service provider by 

establishing a strong IT infrastructure in addition to instituting proper governance and policy and 

procedures. 

 Comply with provincial, territorial, and federal 

legislations

 Establish and define roles and 

responsibilities (e.g., staffing resources)

 Develop policies and procedures (e.g., data 

entry protocol, archive, safeguards, training)

 Develop, standardize, and maintain 

applicable agreements (e.g., DPA, CDSA, 

CCF)

 Establish on-site technical expertise

 Establish and maintain a secure server

 Establish and maintain a secure firewall

 Establish and maintain encryption standards

 Define user access rights and configure HIFIS 

accordingly

DATA PRIVACY DATA SECURITY

Data Privacy and Data Security – Are You Ready?
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Questions?

www.hifis.ca 

support@hifis.ca

1-866-324-2375 


