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FREQUENTLY ASKED QUESTIONS 
Data Sharing and Data Security in HIFIS 

To ensure communities are equipped with the necessary information regarding data sharing and data 
security when implementing the Homeless Individuals and Families Information System (HIFIS), the 
following Frequently Asked Questions (FAQ) addresses common questions regarding how data in HIFIS is 
collected, shared, and used. 
 
HIFIS is a comprehensive data collection and case management tool designed to support Coordinated 
Access and the Reaching Home program by allowing multiple service providers from the same 
community to access real-time homelessness data that can then be used to support operations, monitor 
existing trends, aid in decision-making, and contribute to advancing the understanding of homelessness 
in Canada. 
 
In a Coordinated Access system, service providers must collect personal information from individuals 
and families to provide services to meet their needs. While these individuals remain the owners of their 
personal information, service providers and the HIFIS Lead organization are responsible for protecting 
this data, and clients must be informed on why, how, and by whom information is collected, used, 
shared, stored, and disposed of. 
 
Under Reaching Home, HIFIS is mandatory for all Designated Communities that do not already have an 
equivalent Homeless Management Information System (HMIS). Upon a community’s confirmation on 
their readiness to implement HIFIS through a self-assessment checklist (provided by the HIFIS Client 
Support Centre upon request), Employment Social Development Canada (ESDC) grants a HIFIS license to 
the HIFIS Lead organization after the signing of the HIFIS Data Provision Agreement. HIFIS Lead 
organizations are responsible for the installation, configuration, and maintenance of HIFIS for their 
Designated Community. Each Designated Community has one HIFIS Lead organization that will work 
with their local homelessness service providers. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

mailto:support@HIFIS.ca
mailto:suport@hifis.ca
mailto:suport@hifis.ca


 
A RESOURCE IN THE “HIFIS HOW TO” SERIES  

 

For support with HIFIS, contact Client Support Centre by email at support@HIFIS.ca or by phone at 1-866-324-2375. 

Updated: March 22, 2021 

 
 

Contents 
Q: Why do communities collect client information? ............................................................................... 3 

Q: How does HIFIS ensure client information is protected and secured? ............................................... 3 

Q: How do communities ensure client information is protected and secured? ..................................... 4 

Q: Who owns the client data collected within HIFIS? .............................................................................. 4 

Q: What agreements are required to ensure privacy and legal compliance? ......................................... 4 

Q: Is a community’s HIFIS data shared with other Designated Communities? ....................................... 5 

Q: What client information in HIFIS is being shared with participating service providers? ................... 5 

Q: What client information in HIFIS is being shared with ESDC? Does ESDC have access to a 

community’s complete HIFIS dataset? ........................................................................................................ 5 

Q:  What are the non-directly identifiable export fields? ......................................................................... 5 

Q: How does ESDC use the non-directly identifiable export fields? ........................................................ 6 

Q: Does ESDC share the non-directly identifiable export fields with other federal departments 

and/or private institutions (e.g., law enforcement, child protective services)? ........................................ 6 

Q: Can ESDC re-identify clients with the non-directly identifiable export fields that it receives from 

HIFIS? ............................................................................................................................................................. 6 

Q:  What gives ESDC the authority to collect the non-directly identifiable export fields from HIFIS? ... 6 

Q: Where can I access more information on HIFIS? ................................................................................. 7 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

mailto:support@HIFIS.ca


 
A RESOURCE IN THE “HIFIS HOW TO” SERIES  

 

For support with HIFIS, contact Client Support Centre by email at support@HIFIS.ca or by phone at 1-866-324-2375. 

Updated: March 22, 2021 

 
Q: Why do communities collect client information? 
A: Under Reaching Home, communities are required to implement a coordinated access system 

and an HMIS, such as HIFIF to collect real-time data on clients in order to triage clients to 
appropriate housing and housing-related supports. The collection and management of client 
information in HIFIS benefits everyone in the homelessness sector: 

 

 For Clients – Eliminates the need for the client to repeat their stories when visiting 
multiple service providers and the collected information can be used to prioritize 
clients, referring clients to appropriate services at the appropriate time; 

 For Communities – Provides access to assessment tools that streamlines client 
intake, as well as, reports that aid in identifying trends that improve upon the 
understanding of local homelessness and identifying available resources. 
Additionally, collected data can be used to provide demonstrable evidence to 
support ongoing research and/or funding proposals; and, 

 Homelessness Sector – Advances the national understanding of homelessness in 
Canada. 

 
For more information on the importance of communities collecting client data, and how such 
data can be used, refer to the Reaching Home Coordinated Access guide. 

 
Q: How does HIFIS ensure client information is protected and secured? 
A: HIFIS incorporates many measures to safeguard data and protect the privacy of the community 

and their clients, such as: 
 

 Role-based access control/role-based security model – The customization of user 
access rights, grants or restricts access to specific HIFIS modules and sub-modules, 
as well as the ability to create, edit, and/or view client records (e.g., An intake-
worker may be provided access for client entries, but not cannot access or delete 
client entries already in the system, or a Regional Coordinator may be provided 
access to run reports, but not view client level data); 

 Two-factor identification – When enabled, users are required to log into the system 
with an additional piece of personal information (e.g., the requirement of a code or 
a security key, in addition to the user’s password before system entry); 

 Audit logs – All actions within HIFIS are recorded in a system audit log that is 
summarized in a report and can be used to ensure users are not inappropriately 
accessing client records; and, 

 Clusters – When enabled, certain service providers and their clients are separated 
into different groups. Clients served by service providers in a cluster can only be 
viewed by service providers within the same cluster (e.g., violence against women 
shelters). 
 

For more information on HIFIS privacy measures, refer to the HIFIS Implementation guide and 
HIFIS Configuration guide. 
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Q: How do communities ensure client information is protected and secured? 
A: Communities are responsible for safeguarding client information at the governance-level and at 

the Information Technology (IT)-level. 
 

 Governance-Level: 
o Conducting a Privacy Impact Assessment (PIA); a process which assists 

organizations in identifying and managing the privacy risks arising from new 
projects, initiatives, systems, processes, strategies, policies, and business 
relationships; 

o Establishing roles and responsibilities for the use of HIFIS (e.g., collaborating 
with partners (Community Advisory Board), outlining user-access rights); 

o Developing and standardizing policies and procedures for accessing HIFIS 
and entering data; and, 

o Developing and maintaining applicable agreements to ensure privacy and 
legal compliance (e.g., client consent form). 

 IT Level: 
o Establishing on-site technical expertise (e.g., IT personnel that can address 

technological issues); 
o Establishing and maintaining a secure server and firewalls; and, 
o Enforcing and maintaining encryption standards. 

 
Q: Who owns the client data collected within HIFIS? 
A: Each Designated Community has a HIFIS Lead organization that configures and hosts HIFIS to 

align with their respective community’s needs. As data stewards, HIFIS Lead organizations 
manages and oversees the data collected within a community. Ultimately, service providers own 
their dataset, and clients own their information that is collected.  

 
Clients can withdraw their consent at any point by providing notice to the service provider. 
However, withdrawal of consent is not retroactive, and is subject to exceptions (e.g., data that is 
previously collected cannot be deleted). 

 
 Communities must ensure local client consent forms align with their local, provincial, and 

federal privacy laws. For more information on consent forms, refer to the HIFIS Implementation 
guide. 

 
Q: What agreements are required to ensure privacy and legal compliance? 
A: Communities are required to sign the following agreements that permit the use of HIFIS as well 

as the sharing of data. These agreements include: 
 

 Data Provision Agreement (DPA) – An agreement that is between the HIFIS Lead 
organization and ESDC that details the roles and responsibilities, as well as, 
authorizes ESDC’s collection of the non-directly identifiable export fields; 
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 Community Data Sharing Agreement (CDSA) – Developed by the HIFIS Lead 
organization, an agreement between the HIFIS Lead organization and their 
respective service providers that outlines the roles and responsibilities of the 
community; 

 Client Consent Form (CCF) – Developed by the HIFIS Lead organization, or during 
the Coordinated Access process, an agreement between service providers (or the 
Coordinated Access system agencies) and the client explaining and authorizing the 
collection, use, and disclosure of personal information to help end their experience 
of homelessness; and, 

 Confidentiality and User Agreement (CUA) – Developed by the HIFIS Lead 
organization, an agreement between the service provider and the HIFIS user that 
outlines terms and conditions, as well as the roles and responsibilities of the user. 

 
Additionally, communities must also develop a set of local agreements to manage privacy, data 
sharing, and client consent that complies with municipal, provincial and federal laws.  

 
Q: Is a community’s HIFIS data shared with other Designated Communities? 
A: No. HIFIS is provided to communities using a licensing model where each license is independent 

of one another. This means that data collected in HIFIS remains within the local Designated 
Community and cannot be accessed nor shared across other Designated Communities.  

  
Q: What client information in HIFIS is being shared with participating service providers? 
A: HIFIS has over 600 individual user-access rights that can be configured. User-access rights are 

the permissions an individual user holds to read, write, modify, delete or otherwise access client 
data. What data is shared between service providers is determined by how these rights are 
configured. In practice, data under Client Information (e.g., client age, veteran status, or 
citizenship status) are shared. However, data regarding housing history, housing placements, 
case management, and health conditions can be restricted based on how user-access rights are 
configured. 

  
Q: What client information in HIFIS is being shared with ESDC? Does ESDC have access to a 

community’s complete HIFIS dataset? 
A: ESDC only has access to the non-directly identifiable export fields that are exported from HIFIS 

to ESDC each quarter, of which there are currently 38. ESDC does not have access to any other 
datasets outside of the non-directly identifiable export fields. 

 
Q:  What are the non-directly identifiable export fields? 
A: The non-directly identifiable export fields are mandatory data fields collected through HIFIS and 

exported to ESDC each quarter. These fields include: 
 

 Service Provider Information – Service Provider ID, Service Provider Name, Service 
Provider Type, Bed Counts, Bed Types, Community; 

 Client Information – Unique Client Identifier, Gender, Year and Month of Birth, Family 
Role, Family Head ID, Citizenship/Immigration Status, Indigenous Indicator, Veteran 
Status, Life Events, Contributing Factors, Contributing Factors Start-date, Contributing 
Factors End-date, Employment Status, Country of Origin Education, Source of Income, 
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Income Start-date, Income End-date, Health Conditions, Housing Types, Housing Start-
date, Housing end-date; 

 Shelter Stay Information – Reason for Service, Reason for Discharge, Book-in Date, 
Book-out date; and, 

 Turn-away Information – Reason for Turn-away, Date of Turn-away, Anonymous 
Gender, Anonymous Age Category, Anonymous Indigenous Indicator (assumed), 
Anonymous Disability Indicator (observed). 
 

For more information on the non-directly identifiable export fields, refer to Annex A of the Data 
Provision Agreement. 

  
Q: How does ESDC use the non-directly identifiable export fields? 
A: ESDC uses the non-directly identifiable export fields to support research and analysis on 

homelessness in Canada and the Canadian homeless-serving sector, which contributes to 
evidenced-based policy and decision-making and publications (e.g., the National Shelter Study 
and the Shelter Capacity Report). 

 
Q: Does ESDC share the non-directly identifiable export fields with other federal departments 

and/or private institutions (e.g., law enforcement, child protective services)? 
A: As outlined in the Data Provision Agreement, ESDC may only share aggregate data from the non-

directly identifiable export fields with other federal departments for policy, analysis, research, 
and evaluation purposes.  

 
For more information on how ESDC shares the non-directly identifiable export fields, refer to 
s.6(h) of the Data Provision Agreement. 

 
Q: Can ESDC re-identify clients with the non-directly identifiable export fields that it receives 

from HIFIS? 
A: No. During the data export process, each client dataset automatically runs through a hashing 

algorithm that produces a randomized unique character identifier, a one-way formula that 
cannot be reversed. The dataset is then encrypted and exported to ESDC. 

 
Q:  What gives ESDC the authority to collect the non-directly identifiable export fields from HIFIS? 
A: The Data Provision Agreement is an agreement between the HIFIS Lead organization and ESDC. 

Developed by ESDC, the Agreement outlines the terms and conditions, as well as the roles and 
responsibilities regarding the use of HIFIS, and authorizes ESDC’s collection of the non-directly 
identifiable export fields for research and analysis. In addition, Canada’s Privacy Act regulates 
how federal institutions collects, uses, discloses, retains, and disposes of personal information, 
and permits the collection of an individual’s personal information if it relates directly to the 
operation of a department’s programs or services.  

 
For more information regarding the Agreement and Canada’s privacy laws, refer to the Data 
Provision Agreement and the Privacy Act. 
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Q: Does HIFIS interact with other existing data-related systems? 

A: No. HIFIS does not interact with other existing data-related systems. However, HIFIS enables 
HIFIS Lead organization to install third-party components and/or plug-ins at the HIFIS Lead 
organization’s discretion.  

 
For more information regarding integrating third-party components and/or plug-ins into HIFIS, 
refer to s.4(b) of the Data Provision Agreement. 

  
Q: Where can I access more information on HIFIS? 
A: For more information on HIFIS, refer to the HIFIS Toolkit or visit the Homelessness Learning Hub. 

The latest software release notes are also available online. Alternatively, contact the HIFIS Client 
Support Centre by email at support@hifis.ca or by phone at 1-866-324-2375.  

 
To receive information about the latest news and updates on HIFIS, sign up to the HIFIS 
Newsletter at info@hifis.ca. 
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